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▪ NDPA: Nigeria Data Protection Act. 

▪ DPA: Data Protection Act. 

▪ NDPC: Nigeria Data Protection Commission. 

▪ DPIA: Data Privacy Impact Assessment. 

▪ ROPA: Records of Processing Activities. 

▪ SCC: Standard Contractual Clauses. 

▪ BCR: Binding Corporate Rules. 

▪ PII: Personal Identifiable information. 

▪ DPCO: Data Protection Compliance Organization. 

▪ GDPR- General Data Protection Regulation. 

▪ DPO: Data Protection Officer. 

▪ DSAR: Data Subject Access Request. 

▪ IAM: Identity and Access Management. 

▪ NITDA: National Information Technology Development Agency  

▪ DSAR: Data Subject Access Request. 

 

 

 

Acronyms and Abbreviations  
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To ensure the training workshop proceeds smoothly, the following activities are scheduled: 

• Participant introductions 

• Discussions regarding participants' expectations for the training 

• Implementation of various facilitation techniques, including role plays, quizzes, case 

studies, group discussions, etc. 

• Evaluation of participants' expectations for each training topic 

• Utilization of practical assignments to gauge participants' engagement and comprehension 

of the training content 

• Fun and informative trivia quizzes to test and improve participants' knowledge of data 

protection 

• Closing remarks at the conclusion of each day's training 

• Each of these activities is allocated a duration of 30 minute 

 

Participants Introductions and Key Expectations 
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 To ensure an effective training workshop, participants are required to: 

▪ Actively engage in discussions and contribute their insights. 

▪ Minimize distractions, including the use of mobile devices, and avoid side conversations.  

▪ Be open to asking questions and seeking clarifications when needed. 

▪ Demonstrate enthusiasm in participating in tasks, exercises, quizzes, and other activities. 

▪ In case of an emergency, promptly evacuate the building following the emergency exit 

symbols and cooperate with fellow participants. 

▪ Keep phones on silent mode during the training sessions. 

▪ If it's essential to attend to a phone call, request permission from the trainer and exit the 

classroom to avoid disrupting the session. 

 

All training sessions have been thoughtfully designed to equip participants with the necessary 

knowledge on data protection in line with the defined objectives. Your cooperation and active 

participation are essential to the success of this workshop 

 

Free discussions Ask questions 

Avoid distractions eg. 
use of mobile devices

Participate in tasks 
and exercises

General Information to Enhance Workshop Effectiveness. 
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"I pledge to safeguard the privacy and integrity of data, 

To uphold the principles of confidentiality and security, 

I will champion compliance and data protection laws, 

And strive to build a culture that respects privacy for all." 

Data Processor’s and Controller’s Creed 
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Data Protection 
Fundamentals  
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  SECTION 1 
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Under this training topic, we will go over the basic ideas of data protection, including some key 

words and their meanings. We will also talk about the basics of Data Protection, emphasize the 

need for Processors and Controllers to benefit from this training, encourage interactive sessions 

that demonstrates the practical relevance and application of data protection to senior management.  

 

Participants will learn by the end of this session why data protection is important for businesses, 

how it affects top management, and how data protection principles can help protect your 

company's image, handle data protection and privacy risks, and make decisions based on valid and 

up-to-date data. 

 

Time Allocated: 55 Minutes 

 

 

 

  

Overview of Data Protection and its principles 
 

Topic 1 

Under this topic, the following key areas shall be discussed: 
 

Global Data Breaches      

Introduction to Data  Protection     

Key Terms and Definitions     

Key Principles of Data Protection     

Practical Applications of Data Protection Principles     

Case Study Illustrations    
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▪ Restaurant conglomerate Landry’s announced a point-of-sale malware attack that targeted 

customers’ payment card data – the company’s second data breach since 2015. The collected 

Personally Identifiable Information (PII) included credit and debit card numbers, expiration 

dates, verification codes, and cardholder names.  

▪ A customer support database holding over 280 million Microsoft customer records was left 

unprotected on the web. Microsoft’s exposed database disclosed email addresses, IP 

addresses, and support case details. Microsoft says the database did not include any other 

personal information.  

▪ Using the login credentials of two employees through a third-party app used to provide guest 

services, Marriott International hotels exposed the information of 5.2 million guests. The 

personal information of the hotel guests impacted includes names, mailing addresses, email 

addresses, phone numbers, loyalty account numbers and points balances, company, genders, 

birth dates, linked airline loyalty programs and numbers, room preferences and language 

preferences. In a previous data breach in 2018, Marriott hotels exposed the personal 

information of 500 million guests.  

▪ More than 267 million Facebook profiles have been listed for sale on the Dark Web – all 

for $600. Reports link these profiles back to the data leak discovered in December, with 

additional PII attached, including email addresses. Researchers are still uncertain how this 

 

  

 
 
 
 
 

      Data Protection Fundamentals 
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data was exposed originally, but have noted that 16.8 million of Facebook profiles now 

include more data than originally exposed. 

▪ Magellan Health, a Fortune 500 healthcare company, has sent a notice to its patients that it 

had fallen victim to a phishing scam and ransomware attack. The information held for 

ransom includes names, contact information, employee ID numbers, W-2 or 1099 

information, including Social Security numbers or taxpayer identification numbers, as well 

as login credentials and passwords for employees.  

▪ Over 40 million users of the mobile app, Wishbone, had their personal information up for 

sale on the dark web. Usernames, emails, phone numbers, location information and hashed 

passwords were exposed in a data breach before being advertised in a hacking forum.  

▪ At least 25 million Mathway app users, a top-rated mobile app calculator, had their email 

address and password exposed to data thieves, and the leaked database was quickly found 

for sale on the dark web.  

▪ The jewellery and accessories retailer Claire’s announced it was a victim of a magecart attack, 

exposing the payment card information of an unknown number of customers. The retailer 

has 3,500 locations worldwide and e-commerce operations and claims the breach only 

affected online sales.  
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Upon completion of Topic 1 “Overview of Data Protection and its 
principles.”, participants shall be equipped with the skills to: 

▪ Recognise the importance of data protection to organizations, 

including its direct application and relevance to senior 

management in protecting reputation, assuring compliance, 

managing risks, and making informed decisions in a data-driven 

business environment. 

▪ Define and articulate key data protection terms and concepts to facilitate effective 

communication and comprehension within the organization. 

▪ Understand and apply the fundamental data protection principle, with a focus on Data 

Minimization. Participants will acquire the knowledge and skills required to collect and 

retain only the essential data, thereby reducing privacy risks and ensuring compliance 

with data protection regulation 

  

     Data Protection Fundamentals 

Learning Objectives  
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Let’s explore our understanding on Data Protection 
 

The topic of Data Protection as gained widespread attention, particularly following the enactment 

of the Nigeria Data Protection Act, which has made compliance more rigorous and obligatory. 

Consequently, we recognize that some participants may already possess knowledge about Data 

Protection. Furthermore, several organizations have actively embraced compliance practices, 

including the submission of their NDPR Compliance reports to the e-governmenr department in 

NITDA (National Information Technology Development Agency), prior to the creation of the 

Nigeria Data Protection Bureau which metamorphose to the Nigeria Data Protection Commission 

upon the passage of the Nigeria Data Protection Bill. 

 
In order to accommodate the diverse range of knowledge and expertise that participants may 

possess regarding Data Protection, we would like to extend an opportunity for participants to 

share their viewpoints and observations on the following topics: 

 

1. How can data protection compliance enhance our overall business strategy and goals, and 

why is this relevance important? 

 

2. Do you believe that data protection is a necessity for all organizations, regardless of their 

industry or size? Why or why not? 

 

 

Interactive session on participants’ views on the application and 

Relevance of Data Protection. 
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Setting The Foundation  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

  

 
 
 
 
 
 
 
 
 
 
 
 

      Data Protection Fundamentals 

Data Security and Data Privacy 

Data Protection 

✓ Is about securing data against 

unauthorized access (internal or 

external). 

✓ Is essentially a technical issue 

✓ Can exist without data privacy 

Data privacy 

✓ Is about authorized access —how data 

is collected, shared and used. 

✓ Is a legal issue 

✓ Cannot exist without data protection 
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The topic of Data Protection has gained widespread attention, particularly following the enactment 

of the Nigeria Data Protection Act, which has made compliance more rigorous and obligatory.  

Consequently, we recognize that some participants may already possess knowledge about Data 

Protection. Furthermore, several organizations have actively embraced compliance practices, 

including the submission of their NDPA Annual Audit reports to the Nigeria Data Protection 

Commission (NDPC). 

 

In order to accommodate the diverse range of knowledge and expertise that participants may 

possess regarding Data Protection, we would like to extend an opportunity for participants to 

share their viewpoints and observations on the following topics: 

 

▪ How can data protection compliance enhance our overall business strategy and goals, and why is 

this relevance important? 

▪ Do you believe that data protection is a necessity for all organizations, regardless of their industry 

or size? Why or why not?  

Discussion Points  
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In both the digital and physical realms, data protection refers to the practise of keeping private 

information about individuals safe from unauthorised access or disclosure. It's a bedrock for 

confidence, regulation, and people's basic privacy rights.  

 
 
 
 
 
 
 
 
 
 
 
 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

What you need to know about data protection!  

 

Data protection and privacy are the most important things in the ever-changing digital world. Data 

security is more than just a legal requirement; it's also the moral and legal foundation on which 

modern businesses build their data management practises. It takes a comprehensive approach to 

making sure that all kinds of personal data are treated with the utmost care, responsibility, and 

openness. Data safety is more than just compliance; it's also the basis of trust, honesty, and the 

law when it comes to data management. 

 

At its core, Data Protection is a set of ideas that include managing personal data in a safe and 

responsible way. It says that companies must protect people's rights and privacy by collecting, 

processing, and keeping data in a way that respects privacy and autonomy, and they must do this 

in a way that is both ethically clear and legal. 

 

Data privacy, which is an important part of data protection, also gives people full control over 

their data. It gives them the power to control their personal information by letting them choose 

Introduction to Data Protection  

      Data Protection Fundamentals 

Data Protection

The Nigeria Data 
Protection Act

Significance of Data 
Protection 

Relationship between 
Data Privacy and 
Data Protection

Safeguarding Privacy 
rights

Key fundamentals of Data Protection 
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what information is gathered, how it is used, and who it is shared with. This important part of data 

protection makes sure that people who provide personal information still have control over what 

happens to it. This upholds the values of autonomy and individual control. 

 

The Relevance of the Nigeria Data Protection Act in Data Protection 

 

The Nigeria Data Protection Act has a significant importance in Data Protection across Nigeria. 

It is important to understand how the twelve-parts highlighted in the Act affects data protection. 

The Act describes the lawful basis for processing and what Data Controllers and Processors must 

do to protect privacy and responsibly handle personal data. To preserve Data Subjects' rights and 

avoid penalties and punishments, organisations must obey this collection of laws. The Act 

underscores how crucial data protection is in the digital age. 

 

▪ Significance of  the Nigeria Data Protection Act: The Nigeria Data Protection Act 

holds substantial importance in shaping data protection practices across the country. It's 

crucial to comprehend all parts of the Act, as they outline the lawful basis for processing 

and provide guidelines for Data Controllers and Processors to protect privacy and 

responsibly handle personal data.  

 

▪ Preserving Data Subjects' Rights: To safeguard Data Subjects' rights and avoid 

penalties, organizations must diligently adhere to the laws outlined in the Act. 

 

▪ Crucial Emphasis on Data Protection: The Act underscores the critical role of  data 

protection in the digital age, emphasizing its significance in the contemporary landscape. 

 

Determining if you are a Data Controller or Data Processor  

 

Assessing the roles of data controller and data processor within an organization begins with a 

careful examination of the data processing activities it undertakes. An organization typically acts 

as a data controller when it determines the purposes and means of data processing. In contrast, it 

operates as a data processor when processing data on behalf of a Data Controller. To determine 

whether an organization can be both a data controller and data processor, it's crucial to scrutinize 

the specific processes and functions it performs.  
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In some cases, an organization may engage in data processing activities where it independently 

defines the purposes (making it a data controller) and, in other instances, may process data as 

instructed by another organization (functioning as a data processor). The critical factor is to 

recognize and designate these roles accurately to ensure compliance with data protection laws and 

regulations. 

 

▪ Data Controller Definition: An organization acts as a data controller when it decides the 

reasons and methods for processing data. 

 

▪ Data Processor Role: Conversely, the organization functions as a data processor when 

handling data on behalf  of  a Data Controller. 

 

▪ Duality Possibility: An organization can potentially be both a data controller and a data 

processor. 

 

▪ Critical Scrutiny: Determining this duality requires a careful examination of  the distinct 

processes and functions carried out by the organization. 

 
 

Understanding Personally Identifiable Information (PII)  

DIRECTLY LINKED 

TO A PERSON 

CAN BE COMBINED TO IDENTIFY A 

PERSON 

SENSITIVE 

Full name First name only Biometric data 

Date of Birth Last name only Racial data 

Residential Address 
A portion of the address (country, street, 

postcode etc.) 

Physical or Mental 

Health data 

Telephone number 
Age Category not specific (20-30 years or 40-60 

years etc.) 
Ethnic origin 

Email Address Place of work Political opinions 

Passport number Position at work 
Religious or 

philosophical belief 

Banking/Card number IP address Trade union details 

Driver’s License number Device ID Genetic data 

Social security number Gender Sexual preference 
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It is significantly important to fully understand the important terms and meanings used in the field 

of Data Protection, mainly because of the important reasons listed below: 

  

 

 

 

 

 

 

 

 

 

 

 

 

Data Protection key terms and definitions are outlined below: 

 

▪ Personal Data, is any data that can be used to identify a person or find out who someone is. 

This includes names, addresses, phone numbers, email addresses, Social Security numbers, and 

biological data. It is very important to protect PII for data security. 

 

▪ NDPC, the Nigerian Data Protection Commission: This governing body to oversee data 

protection in Nigeria, make sure that data protection rules are followed, raise awareness, handle 

complaints, and enforce data protection standards. 

 

▪ NDPA, or the Nigeria Data Protection Act, controls how personal data is handled in 

Nigeria. It protects data and privacy. 

 

▪ Processing refers to any operation or set of operations performed on personal data, such as 

collection, recording, organization, storage, alteration, retrieval, use, disclosure, or deletion 

 

Overview of Data Protection and Its Principles 

Data Protection Fundamentals  

 
 

Clarity 

Effective 
Communication 

 
Key Terms 

and 
Definitions 

Enhanced 
Understanding

Ability to make informed 
decisions 
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▪ Data Privacy Impact Assessment, or DPIA, is a methodical process that helps businesses 

find and reduce the risks that come with processing data, especially those that have big privacy 

impacts. 

 

▪ Records of Processing Activities. (ROPA) These are recording that list all of an 

organization's data processing activities. They make things clear and help with data security 

compliance. 

 

▪ Data Controller: A person or organization that decides how to handle personal data and for 

what reasons. 

 

▪ Data Processor is a business that handles personal information on behalf of a data controller, 

doing so according to the controller's instructions and making sure that data security rules are 

followed. 

 

▪ Data Subject: An individual whose personal data is being processed. 

 

▪ Data Protection Officer (DPO): An individual appointed to ensure an organization complies 

with data protection regulations and safeguards the rights of Data Subjects. 
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The Key Principles of Data Protection that all Data Controllers and Data Processors must 

adhere to include  

 

 

 

 

 

 

 

 
 
 
 

 

Data protection principles are the fundamental values underlying ethical and secure data 

management practises. These principles, as outlined in the Nigeria Data Protection Act 2023, lay 

the groundwork for the responsible and transparent management of personal data. They 

incorporate legality, fairness, and transparency in data processing, ensuring that the privacy and 

rights of individuals are respected at every stage of data handling. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Data Protection Fundamentals  

 
 

Key Principles of Data Protection  

Fairness, 
Lawfulness and 
Transparency 

Purpose 
Limitation  

Data 
Minimization 

Storage 
Limitation  

Accuracy and 
Quality 

Security 
Measures  

Key Principles of Data Protection 
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Why you should adhere to the principle of Lawfulness, Fairness & Transparency! 
 

One of the fundamental pillars of data protection is the principle of fairness, lawfulness, and 

transparency. It embodies the concept that organizations must process personal data in a manner 

that is fair to the individuals whose data is being collected and processed, within the bounds of the 

law, and with complete transparency. 

 

 
To assure adherence to this principle, the leadership should consider the following: 

 

▪ Clearly communicate to Data Subjects the reason for data processing. 

▪ Obtain consent that is explicit and informed prior to collecting and processing personal data. 

▪ Ensure that data collection and processing adhere to legal and regulatory standards. 

▪ Maintain documentation of data processing activities to demonstrate openness. 

▪ Establish data protection policies and procedures that are transparent and consistent with legal 

frameworks. 

▪ Audit and evaluate data processing practices on a regular basis in order to identify and resolve 

any potential compliance issues. 

▪ Overall, fairness, legality, and transparency lay the groundwork for a responsible and 

accountable approach to the processing of personal data, which is crucial in today's data-driven 

environment. 

Key Data Protection Principles 

 
 

Fairness, Lawfulness and Transparency 
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What organizations need to know about the Principle of Purpose limitation! 

 

The principle of purpose limitation in data protection mandates that organizations must clearly 

define and express the specific objectives for which they acquire and process personal data.   This 

concept guarantees that data is only utilized for lawful and clearly specified purposes, hence 

prohibiting any subsequent processing that is inconsistent with the original intentions. 

 

 

To assure adherence to this principle, the leadership should consider the following: 

 

▪ Define the organization's personal data collection and processing purposes. These goals should 

be based on the lawful basis for processing. Privacy policies and notices should inform 

workers, Data Subjects, and third-party processors of these goals. 

▪ Audit and analyze data processing operations regularly to ensure alignment with purposes. 

▪ Check for and document data processing purpose changes, making sure Data Subjects are 

informed of any changes in the purposes for data processing. 

▪ Keep detailed records of data processing activities, including purposes, data, and legal basis. 

Ensure records of obtained Data Subject consent and its purpose are readily available. 

▪ Designate a team recording to manage and enforce data protection rules. 

Key Data Protection Principles 

 
 

Purpose limitation in data protection limits the collection and processing of personal data to 

defined legal purposes. This promotes clarity and understanding of processing purposes by 

Data Subjects 

 

 
Exact Purpose  Data Processing 

Purpose Limitation 

Purpose Limitation 
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▪ Ensure the designated teams or personnel report directly to senior management and 

emphasizes data protection throughout the company. 

▪ Make sure personnel understand the purpose limitation concept through frequent training and 

awareness program. 

▪ Train staff to document and discuss data processing changes. 

▪ Promote organization-wide data reduction. Instruct staff to gather and process only the data 

needed for the defined reasons and prevent over-collecting. 

▪ Apply explicit sanctions to workers and contractors that breach purpose limitation. Keep these 

penalties commensurate with legal and regulatory standards. 

▪ Continue to review and improve data processing practices to comply with purpose limitations. 

▪ Keep current with data protection rules and regulations to maintain organizational compliance. 
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Data Minimization as a fundamental principle for organizations! 
 

Data minimization refers to the gathering, processing, and keeping of the minimum personal data 

needed for an organization's purposes—it is a key data protection principle. This principle reduces 

data processing risks and improves privacy, supporting data protection. A deeper look at this 

principle: 

 

Organizations should take numerous actions to comply with Data Minimization 

principle through the following: 

 
▪ Thoroughly evaluate the company's data processing. Know why data is gathered and 

processed. 

▪ Inventory personal data and its utilization. Find data that's superfluous. 

▪ Establish clear data minimization policies for employees. These policies should encompass 

data collection, processing, and retention. 

▪ Train personnel extensively on data reduction and data privacy. Awareness initiatives can 

promote these values. 

Data Overload  

 

 

Data minimization is a data protection principle that advocates collecting and retaining only 

the minimum amount of personal data necessary for a specific purpose. 

 

 

Key Data Protection Principles 

 
 

Data Minimization  

Efficient Data Minimization 
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▪ Regular data audits and evaluations can uncover and fix non-compliance. Audits are necessary 

for data minimization monitoring. 

▪ Data reduction should be promoted by management at all levels. 

▪ To minimize data, allocate resources for data protection training, technology, and 

infrastructure. 

▪ Consistently enforce company policies and data minimization. 

▪ Integrate data minimization into processes, systems, and projects from the start. This 

integration makes data protection a priority throughout. 

 

Under the Nigeria Data Protection Act, 2023, the cost of not adhering to the data minimization 

principle can include a penalty or remedial fee, which varies based on the significance of the data 

controller or data processor and their annual gross revenue. For data controllers or processors of 

major importance, the penalty may be up to the "higher maximum amount," which is the greater 

of N10,000,000 or 2% of their annual gross revenue in the preceding financial year. For those not 

of major importance, the penalty may be up to the "standard maximum amount," which is the 

greater of N2,000,000 or 2% of their annual gross revenue in the preceding financial year. The 

exact amount within this range is determined by the relevant data protection authority based on 

several factors, including the nature and severity of the violation and other considerations 

mentioned in the Act. 
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Storage Limitation 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 

 
 
 

 
 
 

 
 
 
 
 

 
Why the Principle of Storage limitation is essential for organizations! 
 

In data protection, the principle of storage limitation governs how organizations store personal 

data. This concept states that personal data should not be held longer than necessary for its 

intended use.  

 

 
 The role of the management/ leadership in ensuring adherence to this principle 
 

▪ Create an inventory of all personal data held by the organization, including its sources and 

purposes. This inventory helps identify data that can be deleted when no longer needed. 

▪ Data Retention Policies: Develop and document clear data retention policies that specify the 

timeframes for retaining different types of data. These policies should align with the purposes 

for which the data was collected. 

▪ Data Deletion Procedures: Implement procedures for secure and permanent data deletion 

when it reaches the end of its retention period or is no longer needed. 

Key Data Protection Principles 

 
 

Storage limitation, a fundamental data protection principle, dictates that personal data should 

not be stored longer than necessary for its intended purposes, ensuring data remains accurate, 

relevant, and protected. 

  
 

Data within  retention 
period

Data almost at 
retention period

Data at retention 
period

Storage Limitation 

Secure data disposal 
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▪ Regular Audits: Conduct regular data audits to assess the relevance of stored data. Any data 

that exceeds its retention period or is no longer necessary for its intended purpose should be 

deleted. 

▪ Consent Management: Ensure that consent management systems allow for easy withdrawal of 

consent, which can trigger the removal of data if it was collected based on consent. 

▪ Management should take the lead in developing and implementing data retention policies that 

align with the organization's data processing activities. 

▪ Allocate resources for data management, storage solutions, and secure data disposal processes 

to facilitate compliance. 

▪ Provide oversight and regular reporting on compliance with data retention policies, and hold 

responsible individuals and departments accountable for adherence. 

▪ Ensure that employees are educated on the importance of data retention policies and 

understand their role in compliance. 
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Accuracy and Quality  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 

 
Why organizations need to adhere to this principle! 
 

Precision and excellence are essential criteria in safeguarding data, highlighting the importance of 

retaining accurate, current, and flawless personal information.   Now let's examine the principle of 

accuracy and quality in greater detail:  

  
 

The role of the management/ leadership in ensuring adherence to this principle 

 
Organizations can guarantee adherence to the concept of accuracy and quality by using the 

following measures:  

 

▪ Employ validation protocols during data acquisition to minimize errors at the moment of 

input.  

▪ Perform regular data audits to systematically detect and correct any inaccuracies and 

inconsistencies present in the stored data.  

▪ Develop protocols for the timely and accurate updating of data in the event of inaccuracies 

or obsolescence.  

▪ Promote Data Subjects to notify any inaccuracies and revise their information as necessary.  

Key Data Protection Principles 

 
 

Accuracy and Quality  

Accuracy and quality, as a data protection principle, emphasize the importance of maintaining 

precise, up-to-date, and error-free personal data to ensure its reliability and integrity. 

 

Enhanced Data 
Protection 

Enhanced Data Quality Accurate Data 
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▪ Conduct comprehensive training sessions for personnel in charge of data entry and 

maintenance to ensure their comprehension of the criticality of data precision.  

▪ Take the lead in formulating policies and procedures that give priority to ensuring the 

accuracy and quality of data.  

▪ Assign resources to acquire data validation tools, provide training, and implement data 

quality management systems.  

▪ Ensure the accuracy of data practices, supervise compliance, and implement corrective 

measures as needed.  

▪ Ensure that staff are thoroughly educated about the importance of data correctness and 

the organization's dedication to upholding high-quality data.  
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What organizations need to know about Data Security! 
 

Data security is a fundamental principle of data protection, encompassing the safeguarding of 

personal data against unauthorized access, intrusions, and loss. It is essential to implement security 

measures to enhance protection of personal data. 

 

What the Leadership needs to know and implement! 

 

For organizations to maintain conformance with the data security principle, the following practices 

can be implemented: 

▪ Employ access control measures to restrict data access to authorized personnel only, assuring 

the confidentiality and security of data. 

▪ Encrypt sensitive data during transmission and storage to prevent unauthorized access and 

preserve data secrecy. 

▪ Conduct periodic security audits and vulnerability assessments to identify and address potential 

security vulnerabilities. 

Data security is not only important but also an essential component of data protection, as 

there can be no effective protection without security. 

 

Key Data Protection Principles 

 
 

Data Security 

Protect and ensure security 
of all software PII

Protect and ensure security 
of all hardcopy  PII
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▪ Develop and implement a plan for responding to data breaches in a prompt and effective 

manner. 

▪ Educate employees on security best practices and their role in protecting data. 

▪ The management shall direct the creation and implementation of data security policies and 

procedures that comply with applicable data protection regulations. 

▪ Allocation of resources for security tools, training, and technology to improve data security. 

▪ Provision of oversight for data security practices, monitor compliance, and respond to security 

incidents with corrective action. 

▪ Develop and implement a plan for responding to and mitigating the impact of security 

incidents. 

▪ Ensure that employees are well-informed about data security policies and best practices and 

are aware of the vital role they play in ensuring data security. 
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SCENARIO  
Time Allocated: 15 Minutes 

 
Your company is revising its data retention policy in accordance with data protection principles 

and regulations. As a manager, you are responsible for ensuring that the new policy adheres to 

these principles and strikes an appropriate balance between data management requirements and 

individual rights. 

 

1. How will the fundamental principles of data protection, including purpose limitation, data 

minimization, and storage limitation, influence the development of a data retention policy? 

 

2. How will your organization intend to strike a balance between its data management 

requirements and the rights of Data Subjects, as emphasized in data protection principles? 

 

* A plenary session will be conducted, during which selected participants will have 15 

minutes to respond to these questions 
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This training topic will cover data protection compliance requirements, specifically lawful data 

processing and Data Subject rights. Consent, legal requirements, vital interests, legitimate interests, 

and special categories will be explained to enable personal data processing. We will also discuss 

Data Subject rights like access, rectification, the right to be forgotten, and data portability. By the 

end of this session, participants will understand why comprehending lawful bases and Data Subject 

rights is crucial for regulatory compliance, reputation protection, privacy risk mitigation, and data-

driven decision-making. 

 

 

Time Allocated: 15 Minutes 

 

 

 

 

 

 

 

 

 

 

 

Understanding Lawful bases and Rights of Data 

Subjects. 

 

Topic 2 

Under this topic, the following key areas shall be discussed: 
 

Learning Expectations     

Introduction to Lawful Basis    

Significance of Leadership in Lawful Data Processing     

Understanding the Rights of Data Subjects     

Strategies and Leadership Roles in Fulfilling Data 

Subject Rights. 

   

Case Study Illustrations    



Nigerian Data Protection Commission  
36 

 

 

 
 
 

 

Upon completion of Topic 2 "Understanding Lawful Bases and Rights of Data 

Subjects” participants will: 

 

▪ Understand the significance of legal grounds in data processing and their influence on 

adherence to regulations, decision-making processes, and the management of reputation.  

▪ Explore typical legal grounds, such as consent, legal requirements, vital interests, legitimate 

interests, and special categories.  

▪ Comprehend the rights of Data Subjects, including access, correction, deletion, limitations 

on processing, and objection.  

▪ Analyze the practical consequences of acquiring explicit and well-informed consent from 

individuals whose data is being collected.  

▪ Utilize their expertise by analyzing real-life scenarios, enabling them to identify legal 

justifications, handle requests from Data Subjects, and make well-informed choices. 

 

 

 

 

 

 

Learning Objectives  

Understanding Lawful Bases and Rights of Data Subjects 
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The lawful bases for data processing are fundamental to data protection, serving as the legal basis 

for managing personal data.   Nigeria Data Protection Act 2023, specifically in part V, requires 

that data processing be conducted in accordance with certain bases, such as consent, contractual 

necessity, legitimate interests, Legal Obligations, Vital interest and public interest in order to ensure 

compliance.   Understanding the importance of recognizing their relevance is crucial, as it 

guarantees that organizations effectively navigate the data landscape in compliance with the law, 

protecting both the rights of persons and the integrity of the organization. 

 

 

 

 

 

 

 

 

 

Vital Interest 

Legal Obligation  

Public Interest 

Legitimate Interest 

Contractual  

Consent  

Lawful 
Basis 

Understanding Lawful Basis and Rights of Data Subjects 

Introduction to Lawful Basis  

Consent, contractual necessity, legal obligation, vital interests, public interest, and legitimate 

interests are the lawful bases under the Nigeria Data Protection Act. 
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Leadership in Lawful Data Processing 

 

1. Consent: Consent remains one of the most prevalent legal grounds for processing personal 

data. It entails obtaining the explicit, informed, and unambiguous consent of Data Subjects to 

process their data for particular purposes. Consent should be freely given and easily revocable, 

placing individuals in charge of their personal information. 

 

Role of the Leadership: From a managerial standpoint, assuring compliance with the consent 

basis necessitates the establishment of robust consent management systems. This requires 

transparent communication with Data Subjects regarding the collected data and its intended 

use. The leadership should prioritize the implementation of procedures that make it simple for 

individuals to provide or withdraw consent at any time. 

 

2. Contractual Necessity: Data processing may be required to fulfil a contract or to take pre-

contractual actions at the Data Subject's request. For instance, when you purchase a product 

or service, the contractual relationship justifies the processing of your personal data for order 

fulfilment and invoicing. 

 

Role of the leadership: The leadership must ensure that contractual obligations specify 

explicitly how personal information will be processed. It is crucial to implement robust 

contract management systems that comply with data protection regulations. Contracts should 

outline terms and conditions for data processing, making it plain how data will be handled in 

the course of performing the agreement. 

 

Other lawful basis include: 

 

1. Legal Obligations: Data processing is lawful when it is necessary for compliance with a 

legal obligation to which the data controller is subject. 

 

2. Vital Interest: Data processing is allowed when it is essential to protect someone's life, 

particularly in emergency situations. 

 

3. Public Interest: Public interest, as a lawful basis for processing personal data, allows 

public authorities to process data when it's necessary for tasks carried out in the public 

interest or the exercise of official authority, subject to specific conditions and safeguards. 
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4. Public Interest: Data processing may be conducted when it is in the public interest or the 

exercise of official authority and is based on applicable laws, not just the interests of the 

data controller or third parties. 

5. Legitimate Interests: This means that Data Processing is permitted when it serves the 

legitimate interests of the data controller or a third party, provided that these interests are 

not overridden by the individual's fundamental rights and interests. 

 

 

Leadership shall be dedicated to thoroughly evaluating and adhering to these lawful bases, 

emphasizing a strong commitment and allocation of resources to guarantee organization-wide 

compliance with these requirements. This commitment is extremely important to enhance the 

effectiveness of Data Protection measures and to prevent the imposition of sanctions and fines. 
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Understanding the Rights of Data Subjects is essential for businesses, as it enables them to protect 

the privacy of individuals' data and ensures compliance with the Nigeria Data Protection Act. In 

this section, we will discuss the legal rights of Data Subjects and how organizations can effectively 

respond to and respect these rights.  

 

This knowledge is essential for top management to cultivate trust, mitigate risks, and demonstrate 

a commitment to responsible data handling.  

 
 

 
Data Subject Rights explained! 

 
For organizations, recognizing and respecting the rights of Data Subjects during data processing 

and collection is of the uttermost importance. The violation of these rights can result in fines, 

sanctions, and other negative repercussions that may affect an organization's assets and operations.  

 

 

 

 

Understanding the Rights of Data Subjects  

Understanding Lawful Basis and Rights of Data Subjects 

Data Subject rights are the foundation of ethical data management, and it is essential for 

organizational executives to comprehend them in order to ensure compliance with the Nigeria 

Data Protection Act. 

 

Right to 
Information 
and Access

Right to 
Rectification 
and Deletion

Right to 
Erasure

Right to 
Restriction

Right to 
Withdraw 
Consent

Right to 
Object

Right to 
Data 

Portability
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These privileges are described in detail below: 

 

Like mentioned before, this can be mentioned so people are aware, but there is not really time to 

spend too much time on this. I would focus on lawful basis, as this is the foundation for all 

collection, storage and processing. I would significantly reduce the section on data subject rights. 

 

1. Right to Information and Access: Data Subjects have the right to know whether an 

organization processes their personal data and, if so, to access that data. This right enables 

individuals to review the information being held about them 

 

2. Right to Rectification and Deletion: Data Subjects can request corrections to their personal 

data if they believe it to be inaccurate or incomplete. This right ensures that the information 

held about them is up to date and error-free. They can also request for their data to be deleted. 

However, this right to deletion is subject to legal grounds on certain occasions. 

 

3. Right to Erasure (Right to Be Forgotten): This right allows Data Subjects to request the 

deletion of their personal data under certain conditions. Organizational leaders should be 

aware of the circumstances in which Data Subjects can request erasure, such as when the data 

is no longer necessary for the original purposes or when consent is withdrawn. 

 

4. Right to Restrict Processing: Data Subjects have the right to limit the processing of their 

personal data, typically in situations where the accuracy of the data is contested, the processing 

is unlawful, or the data is no longer needed for its original purpose. Organizations should have 

procedures in place to attend to these requests promptly. 

 

5. Right to Object: Data Subjects can object to the processing of their personal data based on 

certain grounds, such as processing for direct marketing purposes or for reasons related to 

their particular situation. Organizations must have mechanisms to handle objections and halt 

processing if necessary. 

 

6. Right to withdraw Consent: The right to withdraw consent is a fundamental Data Subject 

right that gives individuals control over how their personal information is used. This privilege 

allows Data Subjects to change their minds regarding the processing of their data for specific 
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purposes. This privilege can be invoked under certain circumstances, such as when the Data 

Subject no longer wishes to permit data processing. 

 

7. Right to Data Portability: Data Subjects have the right to obtain their personal data from an 

organization and transfer it to another provider. This right is particularly relevant when Data 

Subjects want to switch service providers, ensuring they can easily migrate their data. 
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Required Strategies and Leadership Roles in Fulfilling Data Subjects Rights 
 

It is essential for us to examine the strategies and leadership roles necessary for complying with 

the Nigeria Data Protection Act with regard to Data Subject rights. To ensure the rights of Data 

Subjects are respected and honored, it is essential for organizations to have in place clear, efficient 

processes and strong leadership. We will investigate the specific measures, policies, and actions 

that organizations, under the direction of their leadership, can implement to satisfy these 

requirements.  

 

Leadership is crucial in ensuring adherence to Data Subject rights, which include:  

 

▪ Ensuring transparent and easily understandable information is provided to individuals on 

the handling of their data.  

▪ Implementing streamlined procedures for Data Subjects to retrieve their personal data.  

▪ Swiftly rectifying incorrect or inadequate data under the supervision of leadership.  

▪ Creating procedures for Data Subjects to initiate the removal of their data when necessary.  

▪ Enforcing measures to limit data processing upon request from Data Subjects.  

Strategies and Leadership Roles in Fulfilling Data Subject Rights. 

Understanding the Rights of Data Subjects  
 

Organizations must recognize the key strategies for ensuring Data Subject rights are fulfilled, 

as this is fundamental for compliance and building trust with Data Subjects 
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▪ Developing data export procedures to enable Data Subjects to obtain their data in a 

comprehensible manner.  

▪ Creating a mechanism allowing individuals to express their opposition to the processing 

of their data.  

▪ Ensuring adherence to regulations pertaining to automated decision-making and profiling.  

▪ Facilitating avenues for Data Subjects to challenge automated choices and request human 

involvement.  

▪ Taking accountability for ensuring compliance with data protection regulations in its 

entirety.  

▪ Emphasizing the importance of providing data protection training and awareness 

programs to personnel in order to improve their comprehension of Data Subject rights 

and statutory obligations. 
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Kenya suspends World coin project over 
data safety concerns 

 
https://www.youtube.com/watch?v=kk_hCkF_y9w 

 
 
 
 
 
 
 
 
 

Questions  
 

▪ What are the main concerns when collecting and storing sensitive biometric data, like iris 

scans, in compliance with data protection laws? 

▪ What practical actions should data controllers take to protect individuals' privacy and 

comply with data protection laws? 

 

* Lightning talks shall be used in this section allowing participants the opportunity to 

share their perspectives on this topic. During these talks, some participants will provide a 

brief overview of their understanding of the video watched, while another set of 

participants will be invited to deliver lightning talks specifically addressing the key 

questions highlighted above. This shall be covered within 15 minutes  

 
Time Allocated: 20 Minutes 

 

Understanding the Rights of Data Subjects  
 

CASE STUDY   

https://www.youtube.com/watch?v=kk_hCkF_y9w
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• Start the session by laying out the objectives clearly. When everyone knows what we're 

aiming for, it sets the tone for a focused and purposeful learning journey. 

• Emphasize the importance of accurate terminology in data protection. Encourage 

participants to share their understanding, creating an interactive and engaging atmosphere. 

• Break down each data protection principle with relatable examples. Help participants see 

how these principles come to life in real-world scenarios. 

• Incorporate hands-on exercises and case studies. This practical approach ensures 

participants not only grasp the theory but also learn to apply it in real-world situations. 

• Use the provided case studies to enrich the learning experience. Discussing real-world 

scenarios encourages a deeper understanding and encourages participants to think 

critically. 

• Discuss global data breaches to provide insights into the consequences of non-compliance. 

This global perspective helps participants appreciate the broader implications of data 

protection. 

• Engage participants actively with a "Have I Been Pwned" session. Explain to them that 

It's not just about checking emails; it's about understanding vulnerabilities and taking a 

proactive stance on security. 

• Highly encourage group discussions, especially during case study sessions. Collaboration 

encourages perspectives and facilitates knowledge sharing among participants.  

• Remind participants that their experiences and insights matter. Encourage an environment 

where everyone feels comfortable sharing their knowledge – it's a collective learning 

experience. 

• Break down privacy principles in a way that’s relatable. Encourage open discussions to 

demystify these principles, ensuring participants understand their significance. 

• Use relatable examples to discuss PII. Invite participants to share their experiences, 

creating a space for practical discussions around identifying and handling sensitive 

information. 

• Highlight the crucial role leadership plays in enforcing data privacy. Connect this to 

organizational culture, emphasizing that everyone, from top to bottom, is part of the 

privacy equation. 

Tips for Trainer  
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• Provide practical insights into what organizations need to know about data protection. 

Share success stories and challenges, encouraging participants to reflect on their 

organizational context. 

• Explain the rights of Data subjects as outlined in the Nigeria Data Protection Act. 

Discussing these rights ensures participants understand the legal framework governing 

data protection. 

• Explain in detail, the lawful basis for processing under the Nigeria Data Protection Act. 

This ensures participants are aware of the legal foundations that govern their data-related 

activities. 

• Conclude the session by conducting a recap of the learning objectives to ensure that 

expectations and goals have been met effectively, and possibly surpassed.  
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Appointing a Data 
Protection Officer  

  

  SECTION 2 
1 
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The DPO appointment criteria, roles and responsibilities are essential to recognize and assess in 

effective management of Data Privacy and Data Protection. It is important to understand what 

these criteria entail and how they can be used to determine if the personnel is fit to handle a DPO 

role effectively. We shall discuss in detail what these prerequisites entail and how they can be used 

to assess competence for a DPOs role. 

 
 
Time Allocated: 25 Minutes 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

Under this topic, the following key areas shall be discussed: 
 

Learning Expectations     

Qualifications and Competencies of a DPO 

   The Role of a DPO 

   

Managing Data breaches and Notifications    

Case Study illustrations    

DPO Appointment Criteria, Roles and Responsibilities  Topic 1 
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Upon completion of Topic 1 “Data Protection Fundamentals”, 

participants shall be equipped with the skills to: 

▪ Understand the qualifications required for a DPO, which may include knowledge of 

data protection laws, data security, and the organization's specific industry. 

▪ Know the essential knowledge and expertise necessary for a DPO to effectively 

oversee data protection compliance within an organization. 

▪ Understand The DPO's role as an advisor, providing guidance to the organization, 

employees, and other stakeholders on data protection matters and best practices. 

▪ Manage data breaches and assessing the impact on the organization, notifying authorities, 

affected data subjects, and facilitating data subject rights. 

 
 
 
 
 

The Data Protection Officer (DPO) is one of the most important roles in the world of data 

protection. This person is the key to an organization's data protection efforts; they are responsible 

for making sure compliance, keeping private information safe, and pointing the way forward. In 

this part, we will discuss the skills and qualifications a DPO needs to be able to lead with 

confidence and skill. 

 
 
 
 
 
 
 
 
 
 
 

DPO Appointment Criteria, Roles and Responsibilities  

Learning Objectives  
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Importance of a DPO  

 

The position of a Data Protection Officer (DPO) is of vital significance in an organization's 

dedication to safeguarding data and ensuring privacy.   The Data Protection Officer (DPO) is 

responsible for ensuring that the organization adheres to strict data protection rules and 

regulations, thereby protecting the fundamental rights of individuals.    

 

The Data Protection Officer (DPO) ensures the organization's reputation and confidence from 

consumers and stakeholders by offering expert advice on data protection, closely monitoring 

compliance with rules, and effectively handling data breaches.    

 

Furthermore, the Data Protection Officer (DPO) acts as an essential intermediary between 

regulatory authorities and individuals whose data is being processed.  

 

The DPO plays a crucial role in addressing data-related issues and promoting a corporate culture 

that prioritizes data protection.   The function of a Data Protection Officer (DPO) is crucial in 

The Role of a DPO 

 

As previously emphasized, the function of a Data Protection Officer (DPO) holds a 

paramount significance within an organization. The below illustration highlights the key 

roles of a DPO 

DPO Appointment Criteria, Roles and Responsibilities  
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today's data-centric society, as they play an essential part in minimizing risks related to data 

processing activities and increasing the organization's dedication to safeguarding data. 

 

 

Understanding the Roles and Responsibilities of a Data Protection Officer. 

 

1. Data Protection Oversight:  

 

▪ DPOs should be vigilant in ensuring the organization's compliance with data protection laws, 

providing guidance on legal requirements, and serving as the primary point of contact for data 

protection issues. 

▪ By ensuring data protection compliance, DPOs reduce legal risks, protect individuals' privacy 

rights, and enhance the organization's reputation as a dependable data controller. 

 

2. Privacy Impact Assessments:  

 

▪ DPOs must conduct privacy impact assessments with proficiency in order to identify and 

mitigate risks, thereby assisting the organization in complying with data protection laws and 

enhancing data security. 

▪ DPOs are required to equip themselves efficiently on the process of conducting PIAs as they 

allow organizations to proactively resolve potential privacy risks, thereby reducing the 

likelihood of data breaches and demonstrating their commitment to data protection. 

 

3. Educating and Advising 

 

▪ DPOs should educate employees on data protection requirements and provide advice on best 

practices. Additionally, they should advise the organization on data protection issues. 

▪ DPOs equip the organization with the knowledge and direction necessary to navigate the 

complexities of data protection, nurturing a culture of compliance and preventing costly errors. 

 

4. Handling Data Subject Requests 

 

▪ DPOs shall be equipped with the capabilities to manage Data Subject requests with precision 

and compliance, ensuring timely and accurate responses. 
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▪ DPOs' proficiency in managing requests from data subjects ensures that data subjects' rights 

are respected and the organization remains compliant, thereby minimizing the risk of legal 

repercussions. 

 

5. Data Breach Management: 

 

▪ DPOs should efficiently manage data breaches by assessing their impact, taking corrective 

actions, and reporting breaches in accordance with the law. 

▪ DPOs play a pivotal role in mitigating the damage caused by data breaches, protecting the 

organization's reputation, and ensuring it remains in compliance with data protection laws. 

 

6. Acting as an intermediary and contact person between the organization and the NDPC 
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Presented below are the distinguishing characteristics and competencies of a DPO. 
 
 
 
 
 
 
 
 
 
 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Evaluating the Competence Requirements for Data Protection Roles and Responsibilities is a vital 

aspect of ensuring that these roles are entrusted to individuals capable of effectively executing their 

functions. Through case studies and interactive sessions, we will assess participants' 

comprehension of these competence requirements. This approach will help clarify the 

circumstances where a Data Protection Officer (DPO) may or may not be necessary, enhancing 

the learning experience. We will focus on key competence requirements to ensure that participants 

grasp their significance in data protection. 

 

Significant Considerations when assessing DPOs skills and capabilities. 

 

1. Evaluate their Knowledge of Data Protection Laws 

▪ Inquire as to their knowledge of data protection laws and regulations. 

▪ Inquire as to how they have utilized these laws in prior positions. 

▪ Discuss their ability to ensure compliance with applicable regulations. 

 

 

Qualifications and Competencies of a DPO 

 

DPO Appointment Criteria, Roles and Responsibilities  

Competencies 
of a DPO  
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2. Assess Data Security Expertise: 

▪ Inquire about their experience in implementing data security measures. 

▪ Ask how they have safeguarded data confidentiality, integrity, and availability. 

▪ Discuss their methods for preventing data breaches through encryption and access controls. 

 

3. Scrutinize Industry-Specific Knowledge: 

▪ Ask for examples of adapting data protection expertise to specific industry regulations. 

▪ Inquire about their ability to tailor data protection strategies to meet sector-specific 

requirements. 

 

4. Examine Strong Ethical Values: 

▪ Discuss their commitment to upholding individuals' privacy rights. 

▪ Inquire about how they maintain impartiality and independence in data protection matters. 

 

5. Investigate Legal and Compliance Background: 

▪ Ask how they use their legal background to interpret and implement legal requirements. 

▪ Discuss their understanding of the organization's compliance obligations. 

 

6. Assess Communication Skills: 

▪ Inquire about their experience in educating employees on data protection regulations. 

▪ Discuss their ability to effectively engage with supervisory authorities and data subjects. 

▪ Ask for examples of how they present complex data protection concepts clearly and 

comprehensibly. 

 

7. Assess their capabilities to handle Data Subjects’ Rights: 
 

▪ Inquire about their experience in handling data subject rights requests, such as access, 

rectification, and erasure, and their understanding of the associated legal obligations. 

 

8. Understand their Proficiency in Incidence Management: 

 

▪ Discuss their ability to manage data breach incidents, including their experience in creating and 

executing data breach response plans. 
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9. Assess their understanding on Cross-Border Data Transfer Regulations 

▪ If your organization handles international data transfers, inquire about their knowledge of 

cross-border data transfer regulations, such as NDPA’s requirements for transfers outside the 

Nigeria. 

 

10. Assess their Capabilities on conducting Data Protection Impact Assessments (DPIAs): 

▪ Inquire about their experience in conducting DPIAs to evaluate the potential impact of data 

processing activities on data subjects and how they use DPIAs to guide data protection 

measures. 

 

 Did you know more than one DPO could be appointed!  

 
In some organizations, the scope and complexity of data processing activities may necessitate the 

appointment of more than one Data Protection Officer (DPO). This approach ensures that data 

protection is diligently overseen across various departments and operations. While appointing 

multiple DPOs can be advantageous, it's essential to establish clear roles and responsibilities for 

each DPO to avoid confusion and ensure effective data protection management. 
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The Data Protection Dilemma at STEJEF 
Corporation. 

 
 
 

 
 

 

 
 
 
 
 
 
Time Allocated: 15 Minutes 

 

Background 
 
STEJEF Corporation is a mid-sized manufacturing company specializing in high-tech consumer 

electronics. The company operates globally, serving a wide range of customers and handling a 

substantial amount of personal data, including customer information, employee records, and 

supplier details 

 

Scenario 1: The Need for a Data Protection Officer (DPO) 

 

Part 1 - The Data Protection Wake-Up Call: 

 

STEJEF Corporation was sailing smoothly until a data breach incident occurred that resulted in 

the unauthorized exposure of customer data. This incident raised concerns within the organization 

about its data protection measures and compliance with regulations, including the Nigeria Data 

DPO Appointment Criteria, Roles and Responsibilities  

CASE STUDY 
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Protection Act. It prompted STEJEF to consider whether they needed to appoint a Data 

Protection Officer (DPO) to enhance their data protection efforts. 

 

Part 2 - Qualification Assessment: 

 

To address the issue, STEJEF initiated a thorough assessment of the competence requirements 

for a DPO. They evaluated specific skills and expertise, considering factors such as: 

 

▪ Legal and Regulatory Knowledge: Understanding data protection laws, including the Nigeria 

Data Protection Act. 

▪ Data Privacy Expertise: Knowledge of data privacy best practices, principles, and regulatory 

requirements. 

▪ Technical Proficiency: Understanding the technical aspects of data processing and security. 

▪ Communication Skills: Effectively conveying data protection policies and requirements. 

 
Interactive Discussion Topics 
 
1. Do STEJEF Corporation Really Need a DPO? 
 
* Participants will engage in group discussions to decide whether STEJEF should appoint a DPO. 

They will consider the data breach incident, the scope of personal data processed, and the 

implications of the Nigeria Data Protection Act. Through this, they will assess the need for a DPO 

within STEJEF. This will be done for 7 minutes  

 
2. Additional Considerations for DPO Appointment: 
 
* Participants will explore other specific considerations that STEJEF should take into account 

when appointing a DPO through group discussions. These may include the organization's size, 

complexity, the volume of data processing, and the potential impact on data subjects. They will 

discuss how these factors influence the decision to appoint a DPO. This will be done for 7 minutes. 

 

Random selection will be utilized to choose participants who will be tasked with providing 

responses to the case study, and they will be evaluated based on their responses, with 

scores allocated accordingly. 
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Given that data protection laws change so quickly, it's not easy to stay legal. Topic 2 will dissect 

tools and templates, which will help data controllers, processors, and Data Protection Officers 

(DPOs) on their Data protection and Privacy. 

 

In a moment, we will talk about the most important tools required for you data protection rules. 

We will discuss how to make the best use of these important tools, from understanding 

complicated data security laws to making the most of software tools and templates. We will also 

highlight where to find more tools, industry standards, and training programmes to make your 

compliance strategy stronger. 

 
 
 
Time Allocated: 25 Minutes 
 
 
 
 
 
 
 
 
 
 
 

Resources and Templates for Data Controllers & 
Processors 

Topic 2 

Under this topic, the following key areas shall be discussed: 
 

Data Protection Laws and Regulations     

Data Protection Software Tools and Technologies    

Data Protection Templates     

Practical Applications and Scenario-Based Exercises    
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Identify 
Applicable 

Laws 

Vendor 
Due-
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Global Data 
Transfer 

Data 
Security 

and Trust 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Data protection laws and regulations as the most important fundamental resources:  

 
Data protection rules and regulations are fundamental for data processors and controllers, as they 

form the foundation on which ethical data handling practices are established.   This subtopic 

highlights the essential importance of these resources in maintaining compliance.  

 

Data protection regulations, such as the Nigeria Data Protection Act 2023 (NDPA) and the 

General Data Protection Regulation (GDPR) in the European Union, provide explicit instructions 

on the proper management of personal data.   Adherence to these laws is obligatory; it is not 

discretionary.   Disregarding them might lead to significant legal consequences and weaken the 

rights of individuals whose data is being processed.  

 

Determining Relevant Applicable Data Protection Legislations:  

 

Identifying the applicable data protection regulations in your jurisdiction is a crucial step.   This 

entails evaluating multiple factors:  

 

Data Protection Laws and Regulations stand as essential resources that Data controllers and Data 

Processors must embrace and integrate. Various reasons underscore their indispensable role in 

this capacity, as outlined below. 

 

Resources and Templates for Data Controllers & Processors 

Data Protection Laws and Regulations  
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1. Geography: 

Data protection laws frequently correspond to the locations where data processing occurs. This 

means that the laws and regulations that data controllers and processors must comply with can 

vary by location. If your organization processes personal data in Nigeria, for instance, you should 

prioritize the Nigeria Data Protection Act 2023 (NDPA) as the foundational regulation. 

 

2. Location of Data Subjects: 

The location of the individuals whose data is being processed plays a crucial role in determining 

which data protection laws apply. It is essential for Data Controllers and Processors to be aware 

of the legal requirements when managing the personal data of individuals residing in particular 

regions. If, for instance, you administer the personal data of European Union residents, you must 

also consider the General Data Protection Regulation (GDPR). 

 

3. Global Range:  

It is important to understand that the Nigeria Data Protection Act 2023 (NDPA) is not confined 

to the national borders of Nigeria. While its primary jurisdiction covers data processing within 

Nigeria, it's important to note that the NDPA may also apply to organizations operating 

internationally. This is particularly relevant when handling personal data of individuals residing in 

Nigeria. Even if data controllers and processors are based outside Nigeria, they must comply with 

the NDPA if they process the personal data of Nigerian residents. Therefore, it's crucial for these 

organizations to grasp the extraterritorial applicability of the NDPA and how it impacts their 

operations. 
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 Significance of Data Protection Software Tools and Technologies 
 

When it comes to safeguarding data, information is of the utmost importance, and technology is 

a reliable defender. This segment presents a wide range of cutting-edge software tools and 

technologies, all of which are specifically designed to enhance the security of your organization's 

critical data. Digital sentinels play a critical role in safeguarding data privacy through facilitating 

the establishment of resilient data protection protocols. 

 

▪ Data encryption tools: These tools serve as vigilant guardians by employing sophisticated 

algorithms to encrypt and protect data, restricting access to authorized personnel only. They 

safeguard confidential data throughout the processes of transmission and storage, exemplified 

by BitLocker and VeraCrypt. 

 

▪ Data backup and recovery solutions: These solutions protect data from unanticipated 

threats through the creation of secure duplicates, much like superheroes. This provides 

business continuity, safeguards against data loss, and comprises solutions such as Veeam and 

Acronis. 

 

Data Protection Software Tools and Technologies 

 

Resources and Templates for Data Controllers & Processors 

Data Breach  

Privacy Enhancing 
Technologies 

Enhanced Protection 
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▪ Identity and Access Management (IAM): Functioning as digital gatekeepers, these 

applications control and authorize access to sensitive information. Securing authentication and 

authorization mechanisms is their forte; Okta and Microsoft Azure Active Directory are two 

such examples. 

 

▪ Data Loss Prevention (DLP) tools: DLP tools function as vigilant digital investigators, 

perpetually monitoring data for possible intrusions. They prevent compliance and safeguard 

sensitive information by intercepting and thwarting data escapes. Such software is Symantec 

Data Loss Prevention. 

 

▪ Security Information and Event Management (SIEM) solutions: SIEM solutions provide 

round-the-clock monitoring of systems, enabling the timely identification of threats and 

response to incidents. They provide support for compliance reporting and auditing, 

incorporating applications such as Splunk. 

 

▪ Endpoint security solutions: These solutions provide protection for devices by preventing 

unauthorized access, malware, and ransomware. One such example is McAfee Endpoint 

Security. 

 

▪ Data masking and anonymization tools, such as Informatica Dynamic Data Masking, are 

utilized to convert data into a secure disguise. This functionality ensures that information can 

be shared securely and complies with privacy regulations. 

 

By integrating these tools and technologies, a resilient barrier against data intrusions is established, 

safeguarding data privacy, which is critical in the contemporary digital environment. 
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Why you need these templates in Data Protection! 
 

 
Within the domain of data protection, a collection of essential templates functions as a strong and 

reliable reference for ensuring the protection of valuable data assets.   These templates facilitate 

the creation of a robust framework of compliance and transparency to protect your data against 

potential risks.   Some important templates are:  

 

▪ The Privacy Policy: A privacy policy is a legal document or statement that provides 

information to individuals about how an organization collects, uses, discloses, and manages 

their personal data. It outlines the organization's practices and procedures related to data 

privacy and protection, helping individuals understand how their personal information will be 

handled. 

 

▪ A Data Processing Agreement: This document is essential for establishing clear terms 

between data controllers and processors, mitigating the risks of noncompliance, and 

establishing a legal foundation.  

 

Resources and Templates for Data Controllers & Processors 

Data Protection Templates  

Policies  
Procedures 

c  Plans 

 Other Key Documents  

Data Protection 
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▪ A Data Breach Response Plan: This is an essential for effectively addressing breaches, 

fulfilling legal responsibilities, and safeguarding an organization's reputation.  

 

▪ Data Subject Access Request (DSAR) Form: These forms optimize the processing of Data 

Subjects’ Access requests. It is used to record all requests from Data Subjects regarding access/ 

modifications or any other rights they require to exercise regarding their data. 

 

▪ Information Security Policy: This policy is developed to bolster data security, provide 

guidance to staff regarding optimal practices, and foster a security-oriented culture within the 

organization.  

 

▪ The Record of Processing Activities (RoPA): This document facilitates the documentation 

of data processing, promoting accountability and streamlining regulatory collaboration.  

 

▪ Data Protection Impact Assessment (DPIA): is a methodical document and framework 

used to detect and manage risks related to data protection. 

 

These templates, along with other crucial elements such as risk registers, privacy notifications, and 

processor-security controls, constitute a comprehensive data protection plan.   They jointly 

strengthen an organization's dedication to data security and protecting privacy in a constantly 

changing environment of data protection. 
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Detailed below are links to explore for templates on Data Protection 

All the pages above are redundant in my view and difficult to go through in 5 mins. I would focus the 5 

mins on showing the resources below, and then start on the practical exercise. Remember you only have 

25 mins in total for this topic. 

 

1. CNIL (French Data Protection Authority) GDPR Toolkit  

(https://www.cnil.fr/en/gdpr-toolkit): 

Background: 

 CNIL, the French data protection authority, offers a GDPR that is freely accessible and 

contains templates that can be downloaded. It provides resources and guidance for 

organizations complying the GDPR framework. There are four modules namely “My 

Compliance Tools”, “Data Protection Tools”, “Topics” and the “CNIL” 

 

How to Explore for More Templates: 

▪ Visit the provided link to access CNIL's GDPR Toolkit. 

▪ Look for sections related to templates, model documents, or practical guides. 

▪ CNIL may provide templates and resources specific to GDPR compliance requirements  

 

2. Nigeria Data Protection Commission Resources 

(https://ndpc.gov.ng/Home/Resources) 

 

Background:  

The Nigerian Data Protection Commission (NDPC) is responsible for data protection and 

privacy in Nigeria. The provided link leads to their resources page, which contains information 

to various resources such as the Nigeria Data Protection Act 2023, NDPC Strategic RoadMap 

and Action plan, Nigeria Data Protection Bill, etc. 

 

How to Explore for More Templates 

▪ Visit the provided link to access NDPC's resources. 

▪ Explore any available templates or resources specific to NDPA compliance in Nigeria. 

 

 

Other sources to explore for Data Protection templates 

https://www.cnil.fr/en/gdpr-toolkit):
https://ndpc.gov.ng/Home/Resources
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3. DPO Centre GDPR Toolkit  

(https://www.dpocentre.com/resources/gdpr-toolkit/) 

Background:  

The DPO Centre is a data protection consultancy firm that provides services related to GDPR 

compliance. Their GDPR Toolkit is a collection of resources, templates, and guides designed 

to help organizations understand and comply with the General Data Protection Regulation. 

 

How to Explore for More Templates: 

▪ Visit the provided link to access the page 

▪ Provide registration details 

▪ Look for sections or categories related to templates, resources, or downloads. 

▪ Browse through the available resources to find templates for various GDPR compliance 

documents, such as data processing records, consent forms, and data protection impact 

assessments. 

 

4. DPO Centre Case Studies  

(https://www.dpocentre.com/case-studies/) 

 

Background:  

The DPO Centre's case studies section is a repository of real-world examples showcasing 

organizations that have effectively implemented GDPR compliance measures. These case 

studies serve as valuable resources for gaining practical insights and best practices in the 

context of GDPR compliance. 

 

How to Explore for More Templates: 

▪ To access the Case Studies section, follow the provided link. 

▪ Although the case studies themselves may not directly provide templates, they offer 

valuable real-world examples of how organizations have tackled GDPR compliance 

challenges. 

▪ While exploring the case studies, be on the lookout for any references to templates, 

resources, or documents that the featured organizations have utilized in their GDPR 

compliance journey. This can be a source of additional materials and guidance for 

implementing GDPR measures effectively. 

file://///Users/kenechi/Downloads/(https:/www.dpocentre.com/resources/gdpr-toolkit/)
file:///C:/Users/kenechi/Downloads/(https:/www.dpocentre.com/case-studies/)
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                                           SCENARIO 
 
You are part of a data protection team for a medium-sized e-commerce company. One morning, 

you receive alarming news that a significant data breach has occurred. Sensitive customer 

information, including names, addresses, and credit card details, may have been compromised. 

This breach could potentially impact thousands of customers. 

  

Your task is to discuss and determine which key templates you would use and for what purpose 

to respond to this data breach effectively. Participants will be grouped and assigned a specific role 

in the data breach response plan as seen in the table below. 

 

Group Role 

Group 1 Data Protection Officers 

Group 2 Legal Counsel 

Group 3 IT Security team 

Group 4  Communications Team 
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Discussion topics per group 
 

Group Discussions (10-12 minutes total, 2.5-3 minutes per group): 

 

1. Group 1 - Data Protection Officers (2.5-3 minutes): 

Which NDPA compliance templates are most crucial for the initial response and why? 

 

2. Group 2 - Legal Counsel (2.5-3 minutes): 

What are the most important legal aspects to address in this data breach situation? 

 

3. Group 3 - IT Security Team (2.5-3 minutes): 

What immediate technical assessments are necessary to respond to the breach? 

 

4. Group 4 - Communication Team (2.5-3 minutes): 

How should the communication team handle customer concerns and maintain the 

company's reputation? 

 

Every group is required to select a representative who will present the responses and 

results of the discussions that have taken place.  
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1. Explain to the participants the importance of understanding the role of a DPO with real-world 

examples. Relate it to everyday scenarios to make the responsibilities tangible for participants. 

2. Break down the qualifications and competencies of a DPO. Share practical insights and 

anecdotes to make the learning experience relatable. 

3. When discussing data breaches, use practical case studies and real-life examples referenced in 

the material or relative scenarios. Walk participants through procedures, emphasizing the 

importance of swift and effective responses. 

4. Use case study illustrations that mirror real-world DPO scenarios. Encourage participants to 

apply their knowledge in dissecting and solving these cases collaboratively. 

5. Highlight that being a DPO isn’t just about qualifications on paper. It's about having a detailed 

understanding of data protection laws, data security, and industry specifics. Share stories that 

showcase the real-world application of qualifications. 

6. Discuss the essential skills needed for a DPO to effectively oversee compliance. Share practical 

examples and insights to help participants connect the dots between theory and application. 

7. Emphasize the advisory role of the DPO. Share stories that showcase instances where DPOs 

provided crucial guidance, acting as trusted advisors for organizations, employees, and 

stakeholders. 

8. Move beyond theory when discussing data breaches. Share practical tips on managing the entire 

process – from assessing impact to notifying authorities and ensuring data subject rights are 

honored. 

9. When discussing the significance of a DPO, share real-life success stories where having a DPO 

made a tangible difference. Make the importance of the role resonate with participants. 

10. Emphasize that the criteria for appointing a DPO aren't universal. Use case studies to showcase 

how different organizations adapt these criteria based on their unique needs and contexts. 

11. Discuss the roles and responsibilities of a DPO as a delicate balancing act. Share insights on 

how successful DPOs navigate their responsibilities effectively. 

Tips for Trainer  
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12. Facilitate interactive sessions and discussions. Encourage participants to share their thoughts 

and experiences. Learning from each other’s perspectives enriches the training. 

13. When covering resources and templates, provide practical examples and explain how they can 

be applied. Offer insights on where to access these tools, making it easier for participants to 

integrate them into their roles. 

14. Expatiate on privacy-enhancing technologies with relatable examples. Showcase how these 

technologies are practical tools rather than just industry buzzwords. 

15. Provide direct links to resources and templates. Make it easy for participants to access the tools 

they need, reinforcing the practicality of the training. 
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Integrating Data 
Protection into 

Business Strategy 
 
  

  SECTION 3 
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In the present day where data holds significant importance, safeguarding sensitive information is 

not just a legal obligation, but also an essential element of effective corporate conduct.   In order 

to maintain the confidence of consumers, clients, and stakeholders, organizations must build a 

strong culture of data protection.   This culture is not simply a collection of regulations and 

protocols; it is a dedication that infiltrates every echelon of an organization, ranging from the 

executive team to each individual employee.    

 

This section will examine the pivotal role of leadership in fostering a culture of data protection, 

highlight prevalent hurdles encountered by organizations, and discuss effective solutions to 

address and mitigate these difficulties.   Collectively, we will comprehend how a comprehensive 

dedication to safeguarding data becomes a fundamental element of achievement in the era of 

digitalization.   Let us commence the endeavour of establishing a culture wherever data privacy 

and security are the fundamental principles guiding every activity and decision. 

 

  
Time Allocated: 20 Minutes 
 
 
 
 
 
 

Under this topic, the following key areas shall be discussed: 
 

Learning Expectations     

Video illustration on Building a Data Protection Culture      

The Role of the leadership    

Common Data Protection Issues Encountered & Resolutions    

Importance of organizational wide commitment in Data Protection     

Case Study Illustrations    

Building a Data Protection Culture  Topic 1 
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     Building a Data Protection Culture  

Learning Objectives  

Upon completion of Topic 1 “Building a Data Protection Culture”, participants shall be 

equipped with the skills to: 

▪ Understand the roles of the leadership and the importance of their commitment 

to the compliance of the organization to data protection laws.  

▪ Understand How leadership demonstrates its commitment to data protection. 

▪ Understand common challenges faced by organizations as it relates to Data 

Protection 

▪ Learn strategies to resolve and prevent these challenges  

▪ Understand the importance of organizational-wide commitment  
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The significant role of leadership in building a Data Protection Culture  
 

Leadership is unquestionably indispensable within the field of data protection. It is not enough to 

make executive decisions; you must also shape the values of your organization. Consider leadership 

as your data protection journey's guiding beacon, illuminating the path to compliance and security. 

In this section, we will examine the variety of functions that leadership plays in protecting the most 

valuable asset of various organizations. Highlighted below are key roles required by the leadership 

to foster a data protection culture: 

 

The Leadership shall be committed to enhancing the Data Protection culture of the organization 

through the following: 

 

▪ Developing a data protection strategy with a focus on cultural significance. 

▪ Leading by example to demonstrate commitment to data protection. 

▪ Allocating resources, including tools, personnel, and training. 

▪ Promoting a compliance culture among all employees. 

▪ Navigating obstacles, such as data breaches and regulatory changes. 

▪ Establishing goals and hold teams accountable for data protection. 

The Role of the Leadership  

     Building a Data Protection Culture  

The role of the leadership in cultivating a culture of data protection is to inspire, guide, and 

model a commitment to protecting sensitive information, thereby fostering a sense of 

collective responsibility within the organization. The leadership can show commitment by 

implementing/ exhibiting the following:  

 

 Data Protection 
Strategy 

Leadership 
by example 

Resource 
Allocation

Compliance 
Culture 

Promotion 

Handling 
obstacles 

Responsibiltiy 

Maintaining 
Knowledge 

Explicitness

Elevated Data Protection 



Nigerian Data Protection Commission  
77 

 

  

 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 

 
 
 
 

 
Let’s understand what these common issues are and how we can resolve them 

 

Highlighted below are common challenges experienced by organizations in data protection and 

how to resolve them. 

 

1. Common Challenge: Unawareness of Data Protection 

How to Resolve: Implement periodic data protection awareness training sessions, use practical 

examples, and promote active engagement. 

2. Common Challenge: Insufficient Training 

How to Resolve: Allocate resources for comprehensive data protection training, ensure 

understanding of policies, and conduct regular training updates. 

3. Common Challenge: Data Mishandling 

How to Resolve: Enforce clear data handling protocols, promote secure data transfer, and 

conduct regular compliance audits. 

 

Building a Data Protection Culture 

Common Data Protection Issues Encountered and Resolutions  

On the path to establishing a robust data protection culture, organizations frequently face 
common obstacles that can be effectively addressed with strategic solutions and collective 
dedication. These challenges include but are not limited to the following  

 

On the path to establishing a robust data protection culture, organizations frequently face 

common obstacles that can be effectively addressed with strategic solutions and collective 

dedication. These challenges are major obstacles in achieving robust data protection 

practices and harnessing benefits that come with it. 

Data Protection 

Obstacles 

 

Unable to get to the 

treasure box 



Nigerian Data Protection Commission  
78 

4. Common Challenge: Weak Password Practices 

How to Resolve: Implement strict password policies, promote strong password practices, and 

use multi-factor authentication. 

5. Common Challenge: Insider Threats 

How to Resolve: Implement access controls, encourage reporting, conduct background checks, 

and monitor employee behavior. 

6. Common Challenge: Non-Compliance with Policies 

How to Resolve: Develop clear and concise policies, maintain regular communication, and 

enforce policy compliance consistently. 

7. Common Challenge: Insufficient Incident Response Planning 

How to Resolve: Develop a comprehensive incident response plan, regularly update and test it, 

and ensure clear responsibilities. 

8. Common Challenge: Vendor Risk Management/Due Diligence 

How to Resolve: Establish a vendor risk management program, include data protection clauses 

in contracts, and assess vendor security measures. 

9. Common Challenge: Change Management Challenges 

How to Resolve: Develop a change management strategy involving all employees, highlight the 

benefits, and engage employees and management in the decision-making process. 

10. Common Challenge: Insufficient Privacy-Enhancing Technologies 

How to Resolve: Allocate resources for advanced privacy-enhancing technologies to safeguard 

sensitive data and ensure data protection compliance. 
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Significance of Enterprise-Wide Dedication to Safeguarding Data  

 
Establishing a culture of commitment throughout your organization is crucial in the always 

changing field of data protection and privacy.  The burden does not rest solely on a few individuals, 

but rather requires a collaborative endeavour that includes every employee and department.   The 

importance of this commitment that spans across the entire organization can be clarified by 

considering many crucial factors:  

 

1. Comprehensive Safeguarding 

Data protection extends beyond the IT department or a specific set of professionals.   It is 

imperative for the organization to have this deeply embedded in its core values and principles.   

When each employee comprehends the significance of data protection and their individual 

responsibility in it, it establishes a comprehensive barrier around sensitive data.  

 

 

 

Building a Data Protection Culture 

Importance of organizational wide commitment in Data 

Protection  

Every individual within an organization has a crucial role to play in upholding and continually 

enhancing data protection and privacy practices. It's not limited to leadership commitment; 

it's a collective responsibility.  
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2. Regulatory Compliance 

Numerous countries and regions currently enforce rigorous data protection regulations, such as 

the General Data Protection Regulation (GDPR) and the Nigerian Data Protection Act (NDPA).   

Compliance is not a singular activity, but rather a continuous dedication.   When all employees 

possess knowledge of and demonstrate dedication to these regulations, it reduces the likelihood 

of expensive infractions.  

 

3. Brand Reputation 

The reputation of an organization can be damaged by data breaches and privacy issues.   Displaying 

a company-wide approach to safeguarding data showcases a commitment to ethical conduct, so 

bolstering the credibility of your brand.  

 

4. Customer Trust 

Customers are becoming more cautious and watchful regarding the way their data is managed.   By 

implementing comprehensive data protection measures, an organization instills confidence in 

customers regarding the security and responsible use of their information.  

 

5. Operational Efficiency 

Data breaches have the potential to cause operational disruptions.   When employees at every 

hierarchical level demonstrate dedication to data protection, it effectively mitigates disruptions and 

ensures the smooth continuation of business activities.  

 

6. Cost Reduction 

The consequences of a data breach are financially burdensome, encompassing expenses such as 

regulatory penalties, legal complications, and harm to one's brand.   Implementing a 

comprehensive commitment to data protection throughout the entire organization reduces the 

likelihood of such incidents, resulting in cost and time savings.  

 

7. Competitive Advantage 

In an era where data privacy is an increasingly significant issue, an organization's unwavering 

dedication distinguishes it from rivals.   It possesses a distinctive marketing proposition and 

appeals to clients who prioritize the safeguarding of data.  
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Target Corporation's Data Breach 

 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
Time Allocated: 10 Minutes 

 

What transpired? 

 
In the winter of 2013, Target Corporation, one of the United States' retail giants, faced a 

cybersecurity nightmare that shook the business world. It all began when cybercriminals managed 

to break into Target's computer systems during the busy holiday shopping season. In a matter of 

weeks, these hackers stealthily accessed and siphoned off the personal and financial information 

of a staggering 40 million customers. To make matters worse, they also got hold of the personal 

identification numbers (PINs) of an additional 70 million customers. 

 

The impact of this breach was immense. Financially, Target suffered significant losses, not only 

from reimbursing customers for fraudulent charges but also from the costly process of enhancing 

its cybersecurity measures. Yet, the most profound consequence was the erosion of customer trust. 

Shoppers questioned the security of their personal and financial data when they thought of Target. 

 

CASE STUDY 

Building a Data Protection Culture 
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Facing numerous lawsuits, regulatory investigations, and the wrath of customers, Target had to 

settle with affected parties. In response to this crisis, the company undertook sweeping operational 

changes. They invested heavily in cutting-edge security technologies and enacted enhanced security 

protocols to ensure such a breach could never happen again. 

 

The 2013 Target data breach stands as a cautionary tale, emphasizing the need for stringent data 

protection and the pivotal role of leadership in responding to and preventing such incidents. It 

illustrates the profound impact that data breaches can have on an organization, highlighting the 

necessity for robust cybersecurity and the preservation of customer trust. 

 

How did the Leadership respond? 

 

Target's leadership played a crucial role in responding to the data breach: 

 

▪ The CEO and other top executives immediately took responsibility and communicated 

transparently about the breach. This display of leadership set the tone for the entire 

organization's response. 

▪ Target's leadership emphasized their commitment to protecting their customers' data. They 

offered free credit monitoring and identity theft protection to affected customers, showing 

empathy and a focus on customer well-being. 

▪ Target made significant changes to its data protection policies, investing heavily in 

cybersecurity measures, and implementing enhanced security protocols to prevent future 

breaches. 

▪ The leadership ensured compliance with legal obligations related to data breaches. They 

cooperated with authorities and addressed the breach's legal consequences. 

▪ Leadership played a crucial role in rebuilding trust with customers. The company demonstrated 

its commitment to data security through ongoing communication and a proactive approach to 

cybersecurity. 

 

The Target data breach case study underscores the importance of strong leadership in managing 

and responding to data breaches. Effective leadership is key to restoring customer trust and 

implementing proactive measures to prevent future incidents.  
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1. Target's CEO and top executives immediately took responsibility for the data breach and 

communicated transparently. Why do you think this transparency is crucial in a data breach 

situation? How does it set the tone for the organization's response? 

 

2. Target offered free credit monitoring and identity theft protection to affected customers as 

part of their response. How does this customer-centric approach impact an organization's 

reputation and customer trust? What other steps can a company take to reassure affected 

customers? 

 

* A plenary session will be conducted, during which selected participants will have 5 

minutes to respond to these questions 

 

 

 

 

  

Questions 
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1. Shed light on the crucial role of leadership in building a data protection culture. Share 

stories that exemplify how leadership commitment sets the tone for the entire 

organization. 

2. Move beyond theory – use real-world examples to demonstrate how leadership 

showcases its commitment to data protection. This could include policies, initiatives, or 

even personal anecdotes. 

3. Utilize videos that bring to life the essence of building a data protection culture, making 

it a relatable and engaging experience. 

4. Discuss common data protection issues faced by organizations openly. Encourage 

participants to share their experiences, fostering an environment where challenges are 

acknowledged and addressed collaboratively. 

5. Don't just talk about problems; equip participants with practical strategies to resolve 

and prevent data protection challenges. Share success stories where organizations 

effectively navigated these issues. 

6. utilise case studies and adopt group discussions, encouraging participants to analyze, 

discuss, and propose solutions as a group. 

7.  Encourage participants to engage actively, share insights, and collaboratively 

brainstorm strategies for cultivating a data protection culture. 

8. Emphasize the importance of organizational-wide commitment.  Share stories that 

highlight the positive impact of widespread commitment. 

9. Highlight how leadership's commitment extends beyond written policies. Use 

examples to illustrate how it permeates the organization's culture, affecting day-to-day 

operations and decision-making. 

10. Encourage an interactive learning approach. It's not just about passive absorption; it's 

about actively participating, discussing, and applying the concepts in real-time. 

Tips for Trainer  
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11. Showcase how effective leadership responds to challenges in real-time. Use examples 

where leaders proactively addressed data protection issues, showcasing adaptability and 

foresight. 

12. Inspire a sense of ownership in participants. Share examples of organizations where 

this collective responsibility is ingrained. 

13. Encourage open dialogue not just between leaders and employees but across all levels.  

14. Instill a continuous improvement mindset. Share examples where organizations 

consistently evolved their data protection practices. 

15. Conclude the session by sharing success stories of organizations that successfully built 

and sustained a data protection culture. 
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NDPC Guidance and 
Compliance 
Registration  

  SECTION 4 
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This training topic addresses the Key roles of the Nigeria Data Protection Commission in the  

Nigeria Data Protection Act 2023. 

 

Time Allocated: 20 Minutes 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Under this topic, the following key areas shall be discussed: 
 

NDPC Statutory Responsibilities and Legal Authorities     

NDPC Complaince monitoring Mechanisms and Procedures     

   
Non-Compliance in Data Protection and Ways to Avoid them 

Understanding the Role of the Nigeria Data Protection 
Commission 

Topic 1 
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         Understanding the Role of the Nigerian Data Protection Commission  
 
 Learning Objectives  

Upon completion of Topic 1 “Understanding the Nigerian  

Data Protection Commission (NDPC)”, participants shall be 

 equipped with the skills to:  

 

▪ Understand the role of the Nigeria Data Protection Commission (NDPC), 

enlightening them on its mandate and functions, including enforcing data 

protection laws and overseeing compliance with the Nigerian Data Protection 

Act (NDPA). 

 

▪ Understand the role of NDPC in data breach reporting, enforcement, public 

awareness, and education. 

▪ Know what makes up non-compliance and how to avoid them. 
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Who is NDPC?  
 

The Nigeria Data Protection Commission (NDPC) is the central authority responsible for 

overseeing personal data protection in Nigeria. It enforces data protection regulations, registers 

data controllers and processors, raises awareness about data protection obligations, and addresses 

violations. The NDPC emerged from the transformation of the former Nigerian Data Protection 

Bureau (NDPB) into the NDPC in 2023, following the enactment of the Nigeria Data Protection 

Act (NDPA) 2023. Unlike the NDPB, the NDPC operates with a stronger legal mandate granted 

by primary legislation, making it the principal regulatory and supervisory body for data protection 

in Nigeria. The NDPA 2023 replaces the previous Nigeria Data Protection Regulation (NDPR) 

2019, enhancing data protection in the country. 

 

 

 

The Role of the Nigerian Data Protection Commission (NDPC) 

The primary role of the Nigerian Data Protection Commission (NDPC) is to serve as the 

central regulatory authority responsible for supervising, implementing, and enforcing the 

provisions of the Nigeria Data Protection Act (NDPA) 2023, along with addressing various 

matters on data protection within the Nigerian context. 

NDPC Statutory Responsibilities and Legal Authorities  
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Roles of the NDPC 

 

1. Regulatory Oversight: The NDPC authorizes and monitors organizations providing data 

protection compliance services, setting fees based on data processing levels. 

 

2. Enforcement and Compliance: The NDPC ensures compliance with the Nigerian Data 

Protection Act (NDPA) by monitoring data controllers and processors, enforcing rules, 

and offering support to data subjects, controllers, and processors. 

 

3. Advocacy and Breach Handling: The NDPC raises data protection awareness, serves 

as a point of contact for concerns, and mandates timely data breach reporting and 

notification. 

 

4. Education and Collaboration: They conduct research, host educational events, and 

collaborate with national and international data protection authorities to promote best 

practices. 

 

5. Investigative and Sanctioning Authority: The NDPC can investigate and sanction 

individuals or entities for NDPA violations, issuing warnings, instructions, and limitations 

or stopping data processing in severe cases. 

 

6. Regulation of International Data Transfers: The NDPC regulates international data 

transfers, ensuring adequate data protection in destination countries and authorizing 

transfers with proper safeguards or prohibiting them when protection is lacking. 
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Understanding Non-Compliance 

 
Non-compliance with data protection regulations encompasses various forms of failure to adhere 

to legal obligations for safeguarding personal data. These include handling personal data without 

proper consent, insufficient security measures, mishandling data, sharing data without consent, 

retaining data beyond necessary periods, neglecting data subject rights, non-compliance by third-

party partners, and failing to maintain accurate records of data processing activities. To prevent 

non-compliance, organizations must implement robust consent management processes, enhance 

security protocols, ensure proper data handling, respect data subject rights, and enforce 

compliance by third parties while maintaining comprehensive documentation of data processing 

activities. 

 

 

 

 

 

The Role of the Nigerian Data Protection Commission (NDPC) 

Non-compliance in Data Protection and Ways to Avoid them 

  
Penalties 

Fines 
Sanctions 

Noncompliance to data protection rules can lead to substantial fines and other legal 

consequences, which stresses how important it is to follow them very carefully. 
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Forms of Non-Compliance   

 

Non-compliance with data protection regulations can manifest in various ways, including: 

▪ Unauthorized data handling,  

▪ Inadequate security measures, data mishandling, 

▪ Unauthorized data sharing,  

▪ Excessive data retention,  

▪ Neglect of data subject rights,  

▪ Unreported data breaches, 

▪ Lack of education and training of employees on data protection, 

▪ Non-compliance with statutory obligations, 

▪ Non-compliance by third-party partners, and  

▪ Inaccurate record-keeping. 

 
 

 

Preventing Non-Compliance  

Organizations can avoid non-compliance by: 

▪ Implementing robust consent management processes, enhancing security protocols,  

▪ Continuous education and training on data protection and privacy, 

▪ Ensuring proper data handling,  

▪ Respecting data subject rights,  

▪ Enforcing third-party compliance,  

▪ Maintaining comprehensive documentation of data processing activities. 
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Strategies to Prevent Non-Compliance  

 

▪ Familiarize yourself with the regulations: Stay updated on the data protection regulations 

that are relevant to your jurisdiction, such as the NDPA, GDPR, CCPA, or local data 

protection laws.  

▪ Gain a comprehensive understanding of the precise locations inside your organization where 

personal data is stored and the specific ways in which it is handled and manipulated.  

 

▪ Secure agreement: It is imperative to acquire unambiguous and explicit agreement from 

individuals whose data is being processed.  

▪ Gather and preserve solely the data that is needed for the desired objective.  

▪ Employ stringent security protocols, such as encryption, access restrictions, and periodic 

security assessments, to safeguard data from unauthorized access or breaches.  

 

▪ Rights of the Data Subject:   Ensure the acknowledgement of data subjects' rights, such as 

the right to access, correct, and erase their data.  

▪ Incorporate data protection measures into your systems and procedures right from the start.  

▪ Conduct vendor due diligence to verify that third-party vendors and partners adhere to data 

protection rules.  

▪ Assign a Data Protection Officer (DPO) to supervise data protection endeavours throughout 

your organization.  

▪ Administer data protection training to your personnel to enhance their understanding and 

guarantee adherence at every level.  

▪ Create a strong incident response plan to rapidly and efficiently manage data breaches.  

▪ Conduct regular audits and assessments to periodically evaluate and remedy any potential 

concerns with your data protection practices.  

▪ Maintain transparency with data subjects about how their data is used and processed. 

▪ Maintain comprehensive documentation of data processing operations, consents, and security 

protocols.  

▪ Engage the services of a legal expert to guarantee that your organization adheres to applicable 

data protection legislation. 
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Participants will understand the Registration process for Data Protection Compliance in 

accordance with the Nigeria Data Protection Act, 2023. Key templates and resources to guide 

participants on the registration process will be included under this topic. 

  

 
Time Allocated: 10 Minutes 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Registration and Support for Data Protection Compliance 
 

Topic 2 

Under this topic, the following key areas shall be discussed: 
 

Registration Process and Where to Begin     

Support and Resources for a Seamless Registration - DPCOs    
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Upon completion of Topic 2 “Navigation and Compliance”  

participants shall be equipped with the skills to:  

 

▪ Register their organizations with the Nigeria Data Protection Commission,. 

▪ Understand the registration process for data protection compliance in Nigeria.  

 

Registration and Compliance 



Nigerian Data Protection Commission  
96 

 
 
 
 
 
 

Registration process in line with the Nigeria Data Protection Act, 2023 is the first and 
most important step towards protecting data and following privacy rules. This article 
goes into great detail about how important registration is for both data processors and 
managers, giving you a lot of useful information.ng the registration process in line with 
the Nigeria Data Protection Act, 2023 is the first and most important step towards 
protecting data and following privacy rules. This article goes into great detail about how 
important registration is for both data processors and managers, giving you a lot of 
useful information. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step by Step Registration processes 
 
Successfully navigating the registration process under the Nigeria Data Protection Act, 2023, 

can be a seamless and rewarding experience.   Compliance with the law is not the sole concern; it 

is equally important to safeguard personal data and establish trust with customers.    

 

It is essential to recall that the Act mandates registration within six months of starting or upon 

assuming the role of a data controller or processor of significant significance.   This underscores 

the need of registering promptly to showcase your commitment to safeguarding data and adhering 

to regulations.  

To initiate your registration procedure, please access the link 

https://ndpc.gov.ng/Home/Resources where you will find all the required forms and guidelines.   

The portal is intricately crafted to optimize the registration process, including templates and 

detailed instructions to guarantee a seamless experience.  

  

Registration and Compliance 

Registration Process and Where to Begin 

Register  

Starting the registration process in line with the Nigeria Data Protection Act, 2023 is the first 

and most important step towards protecting data and following privacy rules. This article 

goes into great detail about how important registration is for both data processors and 

managers, giving you a lot of useful information. 

https://ndpc.gov.ng/Home/Resources
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Costs and Duration  

 

Frequently, organizations have queries regarding the expenses and schedule linked to registration.   

Although the Act does not provide exact figures, it is reasonable to expect that the costs may vary 

depending on the extent of your data processing activities.   Similarly, the period can vary from 

one situation to another.   However, it is important to keep in mind that this expenditure is 

necessary to maintain data protection and build trust in your operations.  

 

Upon successfully completing your registration, your organization will become a member of a 

cohort of businesses that are highly dedicated to safeguarding data.   Your organization's name 

will be included in the NDPC's registry of legally registered data controllers and processors of 

significant importance.  

 

Understanding the registration process is a significant milestone in enhancing an organization’s 

data protection, gathering the necessary information, and following the processes outlined by the 

NDPC also shows commitment to building a data protection culture. Complying with this 

requirement is not just a legal duty, but also a demonstration of your commitment to protecting 

data and your organization's determination to uphold the rights and privacy of individuals whose 

data is involved.     
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In the quest for compliance with the Nigeria Data Protection Act, 2023, it's imperative to have the 

right support and access to valuable resources to facilitate a smooth registration process.  

 

Why Seek Support? 

 

Seeking assistance during the registration process under the Nigeria Data Protection Act (NDPA) 

can greatly simplify the intricate procedure and prevent crucial oversights. Several sources offer 

support for this purpose, including: 

 

1. NDPC Official Website: The NDPC's official website serves as a valuable resource for 

registrants. It provides access to informative documents, templates, and frequently asked 

questions (FAQs) to guide you through the registration process. 

 

Registration and Compliance 

Support and Resources for a Seamless Registration  

Resources 
Utilizing 
DPCOs 
services 

Accessing the 
NDPC 
website 

Documenting 
Templates

Training 
Programs 

Compliance 
Guidelines 
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2. Associated Costs: When registering with the NDPC, there are fees and levies associated with 

the process. The fees vary based on your organization's size and significance. The NDPA 

empowers the NDPC to determine these fees, so it's vital to be financially prepared for the 

registration process. 

 

3. Estimated Registration Timeframe: The registration process does not have a specified 

timeline in the Act. However, data controllers and processors of major importance should 

note that they are expected to register within six months of the Act's commencement or upon 

becoming a data controller or data processor of major importance. The Act necessitates 

notifying the Commission about various aspects, including details of the data controller or 

processor, personal data description, data processing purposes, recipients, security measures, 

and other relevant information. Additionally, significant changes to this information should be 

reported to the Commission within 60 days. 

 

4. Collaboration and Networking: Consider teaming up with other organizations or industry 

groups undergoing the registration process. Sharing experiences and insights can offer practical 

support. 

 

5. Legal and Compliance Experts: Organizations may opt to consult legal professionals or 

data protection specialists well-versed in the Act's requirements. 

 

The Significance of Data Protection Compliance Organizations (DPCOs): 

 

Data Protection Compliance Organizations (DPCOs) play a vital role in supporting Data 

Controllers and Data Processors in maintaining ongoing compliance with Data Protection 

Regulations. These entities, licensed by the NDPA, specialize in training, auditing, consulting, and 

providing services designed to ensure compliance with the regulation and foreign data protection 

laws.  
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Leveraging DPCOs Expertise: 

 

DPCOs are invaluable experts for navigating the complexities of data protection compliance. Their 

extensive knowledge of the NDPA allows them to guide you toward complete compliance. Here's 

how they can assist: 

 

▪ Training and Workshops: DPCOs offer training programs and workshops to educate your 

team on data protection laws, ensuring your staff has the necessary knowledge for compliance. 

 

▪ Compliance Audits: DPCOs conduct thorough compliance audits, identifying any gaps in 

your data protection practices and recommending corrective actions to align with NDPA 

requirements. 

 

▪ Consultation Services: They provide tailored consultation services, assisting in policy drafting 

and addressing specific compliance challenges. 

 

▪ Regular Updates and Support: DPCOs keep you updated on the latest data protection laws, 

ensuring your organization remains compliant in a dynamic regulatory environment. 

 

▪ Resources and Templates: Access to a range of resources and templates, such as data 

processing agreements, consent forms, and impact assessments, expedites the compliance 

process. 

 

▪ Collaborative Partnerships: Building partnerships with DPCOs can provide additional 

support, including introductions to legal experts, data privacy technology solutions, and more. 
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1. Begin by explaining in detail, the central role of the Nigeria Data Protection Commission 

(NDPC) as the supervisory authority. Explain how it ensures compliance among data controllers 

and processors in Nigeria. 

2. Make compliance relatable. Share stories or examples that illustrate the real impact of NDPC's 

oversight on organizations and individuals.  

3. When discussing registration, provide tangible details. Guide participants on where to find 

materials supporting the registration process, making it a practical and accessible task. 

4. Emphasize the supportive role of NDPC. Share examples of how NDPC supports data 

controllers and processors. 

5. Turn the search for supporting materials into an interactive session. Guide participants on where 

to find the necessary documents, encouraging them to explore and familiarize themselves. 

6. Provide real-time guidance on navigating the registration process. Share tips, potential 

challenges, and success stories to make it a practical and achievable task for participants. 

7. When discussing non-compliance, explain to the participants the real consequences. Use 

examples or case studies that highlight the tangible impact of not adhering to data protection 

regulations. 

8. Integrate storytelling into your presentation. Whether it's a compliance success story or a 

cautionary tale of non-compliance, storytelling engages participants on a human level. 

9. Position NDPC as more than just an overseeing body. Showcase how it serves as a resource 

hub, offering guidance, insights, and a community for data controllers and processors. 

10. Create a Q&A-friendly environment. Encourage participants to ask questions about NDPC, 

the registration process, or implications of non-compliance. Make it a space for active dialogue. 

11. Discuss real-life compliance challenges. Share examples where organizations faced hurdles, 

highlighting how NDPC support played a crucial role in overcoming these challenges. 

12. Connect the NDPC's role to the human impact. Discuss how its oversight contributes to a 

safer and more secure data environment, ultimately benefiting individuals and organizations. 

13. Explain the registration support process. Break it down into manageable steps, emphasizing 

the practical support NDPC offers to facilitate a smooth registration journey. 

14. Frame NDPC resources as tools for success. Provide insights on how these resources, when 

utilized effectively, can enhance compliance and contribute to overall organizational success. 

15. Conclude with an interactive scenario discussion. Present a hypothetical compliance scenario 

and encourage participants to discuss how NDPC's role would unfold in such situations.  

Tips for Trainer  
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  SUMMARY   
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Section 1 (Data Protection Fundamentals) 

 

▪ Section 1 introduced the core concepts of data protection, emphasizing the importance of 

safeguarding personal data. 

▪ It outlined the fundamental principles of data protection, including data minimization, 

accuracy, and purpose limitation. 

▪ The section covered lawful bases for data processing, illustrating the legal grounds on which 

organizations can process personal data. 

▪ It highlighted the rights of data subjects, such as the right to access, rectify, and erase their 

personal data, empowering individuals to control their information. 

▪ Section 1 provided a foundational understanding of data protection laws and regulations, 

setting the stage for further exploration in the training materials. 

 

 

Section 2 (Appointing a Data Protection Officer) 

 

▪ Section 2 described the process of appointing a Data Protection Officer (DPO), explaining 

the criteria and prerequisites for this crucial role. 

▪ It provided a comprehensive overview of the roles and responsibilities of a Data Protection 

Officer, emphasizing their pivotal role in ensuring data protection compliance. 

▪ The section offered valuable resources and templates to assist data controllers and processors 

in their compliance efforts, making it easier to fulfill DPO responsibilities. 

▪ By addressing the appointment and functions of a DPO, Section 2 laid the groundwork for 

maintaining a strong data protection framework within organizations. 

▪ This section equipped participants with the knowledge and tools needed to effectively establish 

and support the role of a Data Protection Officer in their organization. 
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Section 3 (Building a Data Protection Culture) 

 

▪ Section 3 focused on the essential process of integrating data protection into an organization's 

overall business strategy, emphasizing its importance in today's data-driven world. 

▪ It highlighted the significance of building a data protection culture within the organization, 

where data protection becomes an integral part of daily operations and decision-making. 

▪ This section provided insights into aligning data protection objectives with broader business 

goals, ensuring that data security isn't an afterthought but a core element of strategic planning. 

▪ By addressing the integration of data protection principles into business strategy, Section 3 

helped participants understand how to create a proactive, data-responsible environment. 

▪ Participants learned how to foster a culture of data protection that's ingrained in the 

organization's DNA, ultimately reducing risks and ensuring regulatory compliance. 

 

Section 4 (NDPC Guidance and Compliance Registration) 

 

▪ Section 4 delved into the role of the Nigeria Data Protection Commission (NDPC) in 

overseeing data protection compliance within the country. 

▪ Participants gained insights into the NDPC's functions and responsibilities, including its role 

in setting guidelines and enforcing data protection laws. 

▪ The section provided a detailed overview of the registration process for data controllers and 

processors, emphasizing the importance of compliance under the Nigeria Data Protection Act, 

2023. 

▪ It highlighted key resources and support available to organizations seeking assistance in their 

data protection compliance journey. 

▪ By exploring NDPC's role and registration processes, this section equipped participants with 

the knowledge and tools to navigate data protection regulations effectively in Nigeria. 
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90 to 365 Days Plan  
 
 
Introduction  

 
The 90 to 365-day plan provides a structured roadmap for organizations to effectively implement 
data protection controls. This plan outlines a series of steps and actions that can be taken over a 
period of three months to one year to ensure comprehensive protection of sensitive information 
within the organization. 

 
During the initial 90 days, the focus is on laying down the foundational elements of data protection. 
This involves conducting a thorough assessment of the organization's current data protection 
practices, including an audit of existing data assets, systems, and processes. This assessment helps 
identify vulnerabilities, compliance gaps, and areas for improvement. 

 
Following the assessment phase, the next step is to develop and implement a tailored data 
protection strategy. This strategy should encompass policies, procedures, and technical controls 
aimed at safeguarding data against unauthorized access, disclosure, or misuse. 

 
Key elements of this strategy may include establishing access controls, implementing encryption 
technologies, and deploying monitoring and detection mechanisms. 

 
Throughout the implementation process, it's crucial to prioritize compliance with relevant data 
protection regulations, such as NDPA, or industry-specific standards. This involves aligning 
internal policies and practices with legal requirements, appointing a data protection officer if 
necessary, and conducting regular compliance audits to ensure ongoing adherence. 

 
Beyond the initial 90 days, the focus shifts to continuous improvement and optimization of data 
protection measures. This includes ongoing training and awareness programs for employees, 
regular reviews and updates of data protection policies and procedures, and proactive monitoring 
of emerging threats and vulnerabilities. 

 
By following this structured 90 to 365-day plan, organizations can systematically strengthen their 
data protection posture, reduce the risk of data breaches, and enhance trust and confidence among 
customers, partners, and stakeholders. 
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What Are My Next Steps Going Forward 
1. Assessment of the current state and awareness creation. 

Action Plan: 
Timelines: 
 
2.  Policy Development 
Action Plan: 
Timelines: 
 
3.  Infrastructure and Security 
Action Plan 
Timelines:  
 
4.  Implementation of the Previous Steps 
Action Plan 
Timelines: 
 
 
 

Phase Objectives KPIs Possible timelines 

90- days Action Plan 

Assessment and 
Awareness 

Understand the 
Regulations and 
Conduct Initial Risk 
Assessment  

Risk Assessment 
Completion, 
stakeholder 
awareness 

Weeks 1-2 

 Create a Data 
Inventory 

Data Inventory 
completeness 

Weeks 1-2 

 Awareness training 
for Employees 

Employee 
Completion of 
Training 

Weeks 1-2 

    

Policy Development Develop Data 
Protection Policy 

Policy Completion 
and Distribution 

Week 3-4 

 Draft and Update 
Privacy notices 

Notices updated and 
communicated 

Week 3-4 

    

Infrastructure and 
Security 

Implement Basic 
Security Measures 

Security Measure in 
Place 

Week 5-6 

 Begin Data 
Processing Impact 
Assessment 

DPIA initiation and 
progress 

Week 5-6 

    

Implementation Appoint or Assign 
Responsibilities to 
DPO 

DPO appointment, 
roles defined 

Week 7-8 

 Develop Internal 
Procedures 

Procedures 
documented and 
communicated 

Week 7-8 
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 Update Employees 
contract 

Contracts updated 
with data protection 
clauses 

Week 7-8 

 

 

 

365 days Action Plan 

Advanced 

Security 

measures 

Implement 

Advanced 

Security 

Controls 

Enhance 

security 

controls based 

on risks 

Implementation 

of advanced 

security 

measures 

Months 7-9 

 Conduct 

Regular internal 

Audits 

 Perform 

internal audits 

to assess 

compliance 

Successful 

completion of 

internal audits 

Months 7-9 

Documentation 

and Training 

Review and 

Update 

Documentation, 

Policies and 

Procedures 

Regularly 

review and 

update 

documentation  

Updated 

documentation 

and policies  

Months 10-12 

 Provide  

advanced 

training for 

employees 

handling 

sensitive data. 

Continuous 

training for 

employees 

Completion of 

advanced 

training sessions  

Months 10-12 

 Establish 

processes for 

timely 

regulatory 

reporting  

Develop a 

process for 

regulatory 

reporting  

Timely 

regulatory 

reporting 

established 

Months 10-12 

180 days Plan 

Process 

Optimization 

Establish 

process for 

Handling Data 

Subjects Rights 
Requests 

Develop a 

streamlined 

process for 

requests 

Efficient process 

for handling 

request 

Months 3-4 

 Review and 

Update Third-

Party 

Agreements 

Assess and 

update 

agreements with 

processors 

Updated third-

party 

agreements 

Months 3-4 

     

Continuous 

Improvement 

Implement 

Monitoring and 

review 

processes 

Set up 

Monitoring 

processes for 

compliance 

Implemented 

monitoring 

processess 

Months 5-6 

 Develop and 

Test Incident 

Response plan 

Draft and test an 

incident 

Response plan 

Tested incident 

response plan 

Months 5-6 
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Ongoing      

Continuous 

Compliance 

Monitoring  

Implement 

System for 

Continuous 

monitoring of 

Compliance  

Set up 

continuous 

monitoring 

mechanism 

Ongoing 

compliance 

monitoring  

Ongoing  

 Stay updated on 

regulatory 

changes and 

adjust policies  

Regularly 

monitor and 

update policies 

Timely policy 

adjustment 

based on 

changes  

Ongoing  

 Conduct 

periodic reviews 

Periodically 

review and 

update 

procedures 

Successful 

completion of 

periodic reviews 

Ongoing  

 Consider 

obtaining 

external 

certifications 

Explore 

external 

certifications for 

compliance 

Attainment of 

external 

certifications 

Ongoing  
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